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● Email deliverability, email authentication and email strategy consulting.
● Working with globally senders, startups and ESPs.
● The creator of the blog and podcast CRM.BUZZ.
● Guest on email marketing forums, groups, webinars and podcasts.
● Linkedin Email Marketing Top Voice 



The leading channel in Hebrew

English Podcast (coming soon) Emailgeeks.show

My Linkedin newsletter: emailmarketing.buzz 



verification on social platforms 

● The blue tick on Twitter (X).

● branding and credibility. 

● Verification and blue tick on social networks.

● Verification and blue tick on applications. 

● All these verifications depend on platform approval.



Advantage of Gmail verification

● Launched on 3/5/23 on Gmail/GWS. 

● The inbox shows a verified logo (BIMI) instead of G. 

● Standing out in the inbox.

● Trust is built through logos and verification. 

● The blue checkmark next to the brand name confirms logo 

verification and domain ownership. 

● Engagement rises by 10%. 

● Advantages for marketers, IT elements, cybersecurity, and 

organizational security.

● The cherry on top is a combination of domain verification 

and branding.



What is Gmail blue verification 

● Displaying the verified logo (BIMI). 

● Show a V in blue next to the brand name. 

● Gmail does not handle the verification. 

● It’s difficult to obtain: The sender needs to go through a 

“verification process” (several months).

○ Validate the domain across all email platforms. 

○ Confirm the brand's logo (trademark) and acquire a 

VMC certificate.

○ Evolve the implementation of DMARC enforcement.



Why I like the Gmail checkmark

● The cherry in the cream. 

● Refreshing branding. 

● Marketing managers won’t ask IT people: “Are our SPF 

and DKIM in alignment and do we have BIMI that includes 

VMC and enforced DMARC?”

● They would want to know: “Do we have a blue tick in 

Gmail?”



● Starting 2024, Gmail and Yahoo (other MBP will join) 

employ protections for a safer, less spammy inbox.

● They will focus on email validation and sender 

authentication.

● They will be less tolerance to spam complaint. 

● They want you set easy unsubscribe.

MBPs Focus on email validation



Email Authentication
SPF, DKIM, DMARC



The journey to the top



● Email <> Facebook Advertising system. 

● Domain verification - permission for email platforms to 

send on behalf of the domain.

● Gmail is not your domain. 

● Make sure the domain is registered under your name.

You can check at whois.

● Make sure you have access to the registrar and DNS. 

● The first step into deliverability - building domain 

reputation.

● With great power comes great responsibility.

Many brands do not authenticate



SPF



DKIM



DMARC

● It is intended to protect brands and domains. It is not a 

domain verification protocol. 

● DMARC “rides above” SPF, DKIM. 

● It provides context between SPF and DKIM. 

● DMARC defines a policy for the receiving server on how to 

handle incoming emails in case of mismatch or failure in 

authentication protocols (spoofing attempts), who to 

report to, and how. 

● Improvement requires enforcement (not in p=none).



DMARC reports



Domain authentication mistakes

● It seems like everyone has the ability to send emails. Is 

email simple? Maybe not. 

● It demands continuous attention, not a one-time 

approach. There is a risk of improper authentication.

● Exceed the SPF limit. 

● Multiple SPF - but the limit is only one per domain. 

● DKIM authentication is not performed, rotation is not 

done, and more. 

● Multiple applications fall under the same domain.

● Implementing DMARC incorrectly can be harmful.

● Separating domain registrant, DNS, business email, and 

web hosting is crucial.

v=DMARC1;p=none



The journey to the top



The DMARC journey

● Employ DMARC using a tool.

● DMARC identifies all infrastructure sending on behalf of a 

domain. 

● Start: P=none, continue with: P=quarantine. Destination: 

P=reject / PCT=100 

● Each stage takes around a month. 

● Monitoring must be continued. 

● DMARCbis (DMARC 2.0) is a soon-to-be-launched 

protocol.



BIMI logo

● The recipient cannot see the domain authentication 

protocols. That's what the receiving side does.

● The BIMI logo ensures visual authentication.

● it’s like a “wax seal”.

● The Bimi logo will boost engagement rates.

● It lowers the risk of falling for phishing attempts.



VMC certificate

● Registering a trademark for the brand logo in the relevant 

territory is necessary for obtaining a VMC certificate. 

● The annual cost of the VMC certificate ranges from $1,300 

to $1,500. 

● At the moment, there are just two validation offices 

available: Digicert and Entrust. 

● VMC is not required by all email providers.



Forgery of the checkmark

● A security researcher published on Twitter that he 

managed to bypass Gmail’s authentication mechanism. 

● He exploited an existing vulnerability and used the Double 

DKIM mechanism and an Exchange server. 

● Google is investigating and improving the mechanism. 

● It is not a show stopper.



Gmail blue challenges  

● Suitable for brands that are ready to make the journey. 

● Costs: consultation and guidance, DMARC monitoring 

tools, trademark registration, annual VMC cost. 

● Not suitable for small businesses and bloggers. Minimal 

adoption: around 1,500 domains display the VMC logo.



Q & A



Follow me

● my blog will slowly translate to English.

● emailgeeks.show - interviews with email marketing and 

deliverability experts.

● Follow me on Linkedin. 

● My Linkedin newsletter emailmarketing.buzz 

● 1/2 minutes of free discovery and consultation call.
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